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Malicious PDF document detection based on mixed feature
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Abstract: Aiming at the problem of poor robustness and easy to evade detection in the detection of malicious PDF doc-
ument, a malicious PDF document detection method based on mixed features was proposed. It adopted dynamic and stat-
ic analysis technology to extract the regular information, structure information and API calling information from the
document, and then a feature extraction method based on K-means clustering algorithm was designed to filter and select
the key mixed features that characterize the document security. Ultimately, it improved the robustness of features. On this

basis, it used random forest algorithm to construct classifier and perform experiment to discuss the detection performance
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of the scheme and its ability to resist mimicry attacks.
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ATk 99.73% (£0.16%)  0.030%(0.014%) 99.85%
PJScan 80.64% (£1.44%)  0.020%(+0.012%)  90.27%
PDFRate 99.05% (£0.63%)  0.092%(£0.028%)  97.39%
Wepawet 88.93% (+0.81%)  0.061%(0.008%)  94.32%
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PARGERE, INTREE R N A BN IE 5 PDF SR, T8
FSAH B PS8 5 PDF SRS, 3XFP B B 28 4k B
e T (A A bk ke 3 T 5 M R AR I R G A
RSB B, A L AR e b, i
X U H S8 5 PDF SCRYRHAIE ) S B4 T 3, 7E
HRRAE ) I IE R PDF SCRS AH RAFIE, AT
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%8 N R R T
LIPS = AR BERARS R R AL
e U e AR
/Prev 81.63% 3.66 1.52% 3.98 0.98
/ColorSpace 63.09% 6.21 2.00% 4.63 0.98
/CropBox 81.86% 6.70 3.70% 3.53 0.98
/Linearized 77.50% 1.00 1.42% 2.45 0.96
/ProcSet 97.50% 15.50 28.00% 2.48 0.95
/PDF 97.47% 15.09 27.70% 2.48 0.95
/Metadata 73.46% 2.79 1.75% 5.87 0.95
/Font 89.37% 15.76 21.11% 3.39 0.95
/elements 71.29% 1.47 1.34% 4.34 0.94
/Resources 99.59% 15.42 31.52% 3.00 0.94
/Rotate 82.02% 6.72 19.22% 2.18 0.92
/Subtype 99.74% 26.60 75.75% 2.88 0.92
/Encoding 63.37% 6.06 16.18% 2.39 0.90
/BaseFont 65.24% 6.22 17.34% 2.37 0.90
/Length 100.00% 31.59 98.99% 4.40 0.86
/Contents 99.41% 5.49 33.59% 2.36 0.85
/FlateDecode 97.52% 22.83 82.22% 4.37 0.84
/Filter 99.90% 24.27 95.14% 4.30 0.83
/Type 100.00% 40.69 99.92% 7.75 0.81
/Parent 99.16% 11.74 96.56% 2.47 0.80
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